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DISCLAIMER
Software disclaimer and limited license

Scope.

By installing, copying, downloading, accessing or otherwise using the Software Product, you agree to be bound by the terms of this
agreement. If you do not agree to the terms of this agreement, you may not install or use the Software Product.

Definitions.

“Software Product” means the Power Protection Manager (PPM) for Microsoft Hyper-V on Windows software and any corrections,
patches, service packs, updates or upgrades thereto that Next UPS Systems or any of its affiliates provides or makes available to you.

“Next UPS Systems” means Next UPS Systems, a private limited company with company number 0846.607.387, with registered office
situated at Poverstraat 138, 1731 Relegem, Belgium.

“Hardware” means any and all hardware components the Software Product interacts with, as provided by Next UPS Systems.

“Microsoft Hyper-V on Windows” means a third party software product commercialized by Microsoft Corporation, headquartered in
Redmond, Washington, to which a valid license is required in order to operate the Software Product,

License Grant.

Subject to the terms and conditions of this agreement, Next UPS Systems grants to you a non-exclusive, non-assignable and limited
license to use the Software Product with the Hardware for your internal business operations.

You acknowledge and agree that all intellectual property rights that vest in the Software Product will remain with Next UPS Systems and
nothing in this agreement will be considered a transfer of (intellectual property) rights to you.

Restrictions.
Notwithstanding anything to the contrary in this agreement:

a) Limitations on reverse engineering, de-compilation, and disassembly. Except to the extent otherwise required by
applicable law, you may not reverse engineer, decompile, or disassemble the Software Product, or attempt to do any of
these things, or otherwise attempt to derive or gain access to the source code of the Software Product. Furthermore, you
may not enable or attempt to enable any additional functionality within the Software Product.

b) Separation of components. The Software Product is a single product. Its component parts may not be separated.
c) Rental. You may not rent, lease, lend, license or sublicense the Software Product to third parties.

d) Third Party Technology. The Software Product requires the use of the Microsoft Hyper-V on Windows software product
which is owned by a third party and licensed to you for use with the Software Product and the Hardware (the “Third Party
Technology”). The Third Party Technology is licensed to you under the terms of the relevant Third Party Technology
license agreement and you shall be obligated to comply in all respects with the terms and conditions of each such Third
Party Technology license agreements. In the event of a conflict between the terms of this agreement and the terms of any
Third Party license agreement, the terms of such Third Party license agreement shall govern. The terms of such Third
Party Technology license agreements may be found on the Third Party Technology web site.

You acknowledge and agree that a valid Microsoft Hyper-V on Windows software product license is required for the
Software Product to perform.

Back-up, testing and development.

You may not copy the Software Product, in whole or in part, except that you may make and install one copy of the Software Product for
use solely for your back-up, testing and development purposes, with it being understood that such copy shall be used only for internal
business operations in the context of which this agreement is concluded, and not for commercial and/or production purposes (including
without limitation the distribution of any code and/or materials created with such copy to any third party). Your license to utilize such copy
shall terminate immediately upon the termination of your license to the Software Product of which itis a copy.

No Warranty.

The Software Product is offered at no cost to you and is provided “as is”. Next UPS Systems and its suppliers hereby expressly disclaim all
warranties, whether express, implied, statutory or otherwise, with respect to the Software Product, documentation, media and any other
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services and materials provided to you under this agreement, including all implied warranties of merchantability, quality, fitness for a
particular purpose, non-infringement and warranties arising from a course of dealing, usage or trade practice.

Without limitation to the foregoing, Next UPS Systems provides no warranty or undertaking, and makes no representation of any kind,
whether express, implied, statutory or otherwise, that the Software Product will meet your requirements, achieve any intended results, be
compatible or work with any other software, applications, systems or services operate without interruption, meet any performance or
reliability standards or be error-free.

Next UPS Systems entire responsibility and obligation, and your exclusive remedy, for the operation of the Product shall be for Next UPS
Systems to use commercially reasonable efforts to provide support services in order to enable the Software Product to perform
substantially in accordance with its documentation.

All tickets, issues, errors shall be delivered promptly to Next UPS Systems, at:

E-mail: info@nextups.eu
Telephone: +32(0)25408914

Limitation of Liability.
Next UPS Systems will only be liable for direct damages to the extent not prohibited by applicable law.

In no event, whether based in contract, tort (including negligence), product liability or otherwise, shall Next UPS Systems be liable to you
or any other party for any lost profits, lost or damaged data, or any indirect, incidental, special, consequential or punitive damages
whatsoever, whether arising out of, or in connection with, the download, installation or use of, or the inability to use the Software Product
or any other matter relating to the Software Product or this agreement.

You acknowledge and agree that the maximum aggregate liability of Next UPS Systems and its affiliates and their respective directors,
officers, employees, agents and representatives for all claims under any and all circumstances relating to the Software Product will be
limited to the fees paid to Next UPS Systems or any supplier in respect of the Hardware the Software Product interacts with in the 6 (six)
month period preceding the claim in respect of such liability.

Term and Termination.
The license granted under this agreement shall be of an indefinite duration.
The license shall terminate:

- Upon termination of the Third Party Technology license; or
- Upon termination by Next UPS Systems, providing a written notice to this end and a notice period of 3 (three) months.

Upon termination of this agreement for whatever reason, the license hereunder shall terminate and you shall immediately cease to have
any right to use or possess the Software Product or any related documentation. Within 10 (ten) business days after the termination of this
agreement, you shall provide to Next UPS Systems a written certification from an executive officer stating that you are no longer using the
Software Product for any purpose and all copies of the Software Product and supporting documentation have been destroyed by you.
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1.

Overview of the software and its features

NEXT UPS Systems Power Protection Manager (PPM) is a virtual appliance which communicates with SNMP Web Interface Il and
NMC Il (Network Management Card) for UPSs. PPM provides event logs, user notification and protects operation systems to
shutdown gracefully. With PPM, applications can save data and documents before the operating system shuts down.

Installation & configuration overview:

Windows
ACCESS
CONFIG

- IP address
- Login user & credentials
- (Modify Shutdown Script)

SHUTDOWN
PARAMETERS

- On battery timer

- Remaining backup time

- Remaining batt. percentage
- Non protect state

- UPS outlets power off/on

DEPLOY

VM AND

SCRIPT
FILE

PROTECTED

Windows
HOST

BASIC APP
CONFIG

- IP address

- Customer tag

- Mail setup

- Single host or cluster usage

UPS/PPM
CONFIG

- IP address & password
- UPS name & location
- SNMP version & credentials

Requirements for pre-installation (system requirements)

- The PPM virtual appliance can be installed on Microsoft Hyper-V on Windows.
- Minimum OS requirements: Windows Server 2019 or later; Windows 10 version 1809 or later.
REMARK: Windows Server 2016 is not supported due to missing OpenSSH functionality.

- 2 vCPU
- 2GB vMemory
- 25GB free storage space
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3.

Steps and instructions for installation

In a cluster environment the PPM software needs to be installed on each node in the cluster.
For deploying the virtual appliance (NEXTUPS-PPM) and (or only) the shutdown script in Hyper-V to install and configure Power

Protection Manager (PPM), you need to:

STEP 1.

Connect to your Windows host and log in as a user that has permission to create, start, and stop virtual machines.
Download the PPM zip file on https://nextups.eu/software/ppm-hyper-v/#downloads and extract the files from the downloaded

file NEXTUPS-PPM-WINDOWS_v1.2.6.zip to an accessible location.

STEP 2.

Navigate to the file "\NEXTUPS-PPM-WINDOWS_v1.2.6\PPM for MS Hyper-V on Windows\INSTALL.cmd" and make sure the

security property is Unblocked.

PPM for MS HyperVon Wind X +

= a X

Search PPM for MS Hyper-Von &

(B Details

Tul

< e G Q > NEXTUPS-PPM-WINDOWS v1.0.0 > PPM for MS Hyper-V on Windows >
@ New % © @ @ B W N = View
4 Downloads Name Type Size Date modified
% INSTALL Properties
= Documents ~ Today
[5] INSTALL Windows Command Script 1kB| General DigitalSignatures  Security Details  Previous Versions
PN Pictures
NEXTUPS-PPM File folder
O Music ° INSTALL
& Videos Typeoffle.  Windows Command Script{ cmd)
 Downloads Deseripion.  INSTALL
Locaton: (=
v I ThisPC Size: 912 bytes (912 bytes)
v e 08S(C) Sizeondisk:  4.00KB (4096 bytes)
Perflogs Created maandag 27 januan 2025. 02358
N Program File Modified woensdag 29 januari 2025, 10.04.33
Accessed  Today 23januari 2025, 1 minuut geleden
5 Program File
S Users Awibues __iFfleadonly  []Hidden
Secuj This fle came fiom another computer
> B Windows andmight ba blacked o hlp piotect & 1019
this computer.
> W Network
0K
2Zitems  1item selected 912 bytes

STEP 3.

Cancel Aoply EE

Run the "\NEXTUPS-PPM-WINDOWS_v1.2.6\PPM for MS Hyper-V on Windows\INSTALL.cmd" file as administrator.

PPM for MS HyperVon Wind X +

& T G [ PPM for MS Hyper-V on Windows >
@ New % O B B W R Set- = View
L Downloads Name Type size Date modified
= Documents ~ Today
P Pictures [] INSTALL , © @ ® o B 29/01/2025 10:04
& Music MEXTUPSE it Copy  Remame  Share  Delete
i Videos (@] Open Enter
_ Downloads [ Share
® Run as administrator
v M ThisPC 77 Add to Favorites
v e 05(C) ED Compress to... >
PerfLogs [ Copy as path Ctrl +Shift+C
» Program File ﬁ Praperties Alt+Enter
’ Program File f7 Show more options
b1 Users
. [T
2items  1item selected 912 bytes

= [m] X

Search PPM for MS Hyper Q.

(E Details
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STEP 4.

After checking for the supported OS (see 2. Requirements for pre-installation) and OpenSSH functionality, both the PPM virtual
appliance and the shutdown script can be installed by selecting “Y” or simply press Enter (full installation).

If only the shutdown script file and directory should be installed (in order to receive a shutdown script, launched by another host)
this can be done by selecting the “N” option.

7 Administrator: CAWINDOWS\
Starting installation of NEXT UPS Systems - Power Protection M

SR A A R A R A A A R A A A R R R A R B R R R R
# #

Power Protection Man r (PPM) for Microsoft Hyper-V on Windows #
Installer version: i1.2.r1-20 #

#
Supported 05: #
#*

- Windo 2019 #
i 2 #

#
#
#

#
#
#
#
#
#
#
PO
#
#
#
3
#
#

#
REMARK: Windows r 2016 is not supported due to g DpenssH functionality. #*
#
#

L L L T D L D L e e L D e e e L T L

Checking if 0S

Checking if OpenSSH Server

Choose 'Yes' if you want to do a full installation (both PPM virtual appliance and shutdown seript),
or 'Ne' if you only want to install the PPM shutdown script.
If you want to cancel this installation, choose 'Cancel'.

Do you want to proceed with the full installati
[¥] Yes [N] Ne [C] Cancel [?] Help (default

Installing PPM on location jram Files\NEXT UPS r P tion Manager'

Press Enter te continue.

Press Enter to close the installation window.

STEP 5.
Open Hyper-V Manager and select the Settings on the NEXTUPS-PPM virtual machine to select an appropriate virtual switch and
optional VLAN.

Ha

File Action View Help
= zF B E
[B Hyper-V Manager - -
B WIN-TESTO! Virtual Machines
Name State CPUUsage  Assigned Memory  Uptime Status Configuration Version
B NEXTUPSPPM off 90
7 Settings for NEXTUPS-PPM on WIN-TESTO1 - X
NEXTUPS-PPM ~ L]
A Hardware [ Network Adapter

Specify the configuration of the network adapter or remove the network adapter.
Virtual switch:
@ seaity ot comnected -]

ot connected
Wi Memory
() Enable virtual LAN igentincation

= [ Processor

B Add Hardware
=

= &l 5CSI Controller
® o HardDrive

& 0 Network Adzpter Bandwidth Management

i L]
Checkpoints [ Enable banduwidth management

& Management
1] Name

] Integraton Services
% Checkpoints

@ Smart Paging File Location
Program FiesNEX To remove the network adapter from this virtual machine, cick Remove.

[ Automatic Start Action
Alwa Remove

[ Automatic Stop Action

NEXTUPS-PPM oK ] Cancel

Created: 25/01/2025 10:34:36 Clustered: No
Configuration Version: 5.0
Generation: 2

Notes: None
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STEP 6.
Start the NEXTUPS-PPM virtual machine and check it’s assigned IP address on the Networking tab. If you have a DHCP server
running on your network, a valid IP should be automatically assigned:

£/ Hyper-V Manager
File Action View Help

e | nF HE

R Hyper-V Manager

B WiN-TESTO1 Virtual Machines
i stete CPUUsage  Assigned Memory  Uptime Status Configuration Version
- nexcTupspp
Connect... _l_
Settings...

Upgrade Configuration Version...

Start

Checkpoint
B8 Hyper-V Manager
File Action View Help
= nm B
8 Hyper-V Manager - .
Ei WIN-TESTO! Virtual Machines
Name State CPUUsage  Assigned Memory  Uptime Status Configuration Version
E NEXTUPS-PPM Running 0% 2048 MB 00:04:10 50
Checkpoints ©)
NEXTUPS-PPM
Adapter Connection IP Addresses Status
Network Adapter (Dynamic MAC: 00:15:5D:01:82:05)  HYPV-LAN 192.168.1.188, fe80:215:5df 7015205 JOK
Summary Memory Networking Replication

STEP 7.
Both virtual machine and the shutdown script will be stored under the C:\Program Files\NEXT UPS Systems\Power Protection
Manager folder.

[IMPORTANT] Please note that names for folders and script files are not to be changed.

Proceed to 4.2 CONFIGURATION for configuration of PPM, UPS(s), Windows host(s) and shutdown parameters.
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4. Configuration and instructions for setup

4.1 PPM COMMMANDS INDEX

4.1.1 Commands for single host mode

-h, --help

--release-notes

--set-appliance-ip-dhcp
--set-appliance-ip-static
--set-ppm-password

--mail-setup
--mail-test
-S, --start
-R, --restart
-K, --stop
-s, --status
-1, --logs
-c, --clear
-e, --export
-c, --config
-u, --update

customer_tag
timezone

upsi_ip

ups1_pass

ups2_ip

ups2_pass

upssnmp_version
upssnmpv2c_community
upssnmpv3_user
upssnmpv3_userauth
upssnmpv3_userauthprotocol
upssnmpv3_userpriv
upssnmpv3_userprivprotocol
upssnmpv3_seclevel

upsnonprotectstate_action
upsonbattery_timer
upsremaining_minutes

upsremaining_percentage

upsoutlets_timeroff
upsoutlets_timeron

ppmhostusage_mode
onhost_action

win_user
win1_ip
win1_pass
win2_ip
win2_pass
win3_ip
win3_pass

mail_recipient1

Show this help information
Display release notes

Set appliance DHCP IP configuration
Set appliance STATIC IP configuration
Set ppm user password

Set mail configuration

Test mail configuration

Start PPM monitoring
Restart PPM monitoring
Stop PPM monitoring

Display UPS system information

Display all logs
Clear all logs
Export log file

Display configuration file
Update (edit) configuration file

Customer tag (name) for use with mail communication
SNTP time zone

UPS1 IPv4 address

UPS1 root password

UPS2 IPv4 address

UPS2 root password

UPS SNMP version

UPS SNMP v2c private configured community string
UPS SNMP v3 user

UPS SNMP v3 user authentication password
UPS SNMP v3 user authentication protocol
UPS SNMP v3 user private password

UPS SNMP v3 user private protocol

UPS SNMP v3 security level

Action to take when UPS state is 'Unknown’, 'Off/Standby' or 'On Bypass'

Timer to elapse before executing shutdown procedure

UPS minimum remaining backup time in minutes before executing shutdown
procedure

UPS minimum remaining backup percentage before executing shutdown procedure

Timer in minutes (m) to elapse before UPS power outlets are powered off
Timer in minutes (m) to elapse before UPS power outlets are powered on

PPM host usage mode
Action being executed on host when parsing shutdown procedure from PPM

Windows admin or domain admin user
Windows1 IPv4 address

Windows1 admin password
Windows?2 IPv4 address

Windows2 admin password
Windows3 IPv4 address

Windows3 admin password

Alert mail recipient1
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mail_recipient2 Alert mail recipient2

-i, --import Import configuration from given file
-e, --export Export configuration file

4.1.2 Commands for cluster mode
-h, --help

Show this help information

--release-notes Display release notes
--set-appliance-ip-dhcp
--set-appliance-ip-static
--set-ppm-password

Set appliance DHCP IP configuration
Set appliance STATIC IP configuration
Set ppm user password

--mail-setup Set mail configuration
--mail-test Test mail configuration
-S, --start Start PPM monitoring
-R, --restart Restart PPM monitoring
-K, --stop Stop PPM monitoring
-8, --status Display UPS system information
-1, --logs Display all logs
-c, --clear Clear all logs
-e, --export Export log file
-c, --config Display configuration file
-u, --update Update (edit) configuration file

customer_tag
timezone

upsi1_ip

ups1_pass

ups2_ip

ups2_pass

upssnmp_version
upssnmpv2c_community
upssnmpv3_user
upssnmpv3_userauth
upssnmpv3_userauthprotocol
upssnmpv3_userpriv
upssnmpv3_userprivprotocol
upssnmpv3_seclevel

upsnonprotectstate_action
upsonbattery_timer
upsremaining_minutes
upsremaining_percentage

upsoutlets_timeroff
upsoutlets_timeron

ppmhostusage_mode
ppmownernodewin_user
ppmownernode_ip

ppmownernodewin_pass

mail_recipient1
mail_recipient2

Customer tag (name) for use with mail communication
SNTP time zone

UPS1 IPv4 address

UPS1 root password

UPS2 IPv4 address

UPS2 root password

UPS SNMP version

UPS SNMP v2c private configured community string
UPS SNMP v3 user

UPS SNMP v3 user authentication password
UPS SNMP v3 user authentication protocol
UPS SNMP v3 user private password

UPS SNMP v3 user private protocol

UPS SNMP v3 security level

Action to take when UPS state is 'Unknown’, 'Off/Standby’' or 'On Bypass'

Timer to elapse before executing shutdown procedure

UPS minimum remaining backup time in minutes before executing shutdown procedure
UPS minimum remaining backup percentage before executing shutdown procedure

Timer in minutes (m) to elapse before UPS power outlets are powered off
Timer in minutes (m) to elapse before UPS power outlets are powered on

PPM host usage mode
PPM owner node Windows cluster domain admin user
PPM owner node IPv4 address

PPM owner node Windows cluster domain admin password

Alert mail recipient1
Alert mail recipient2

-i, --import Import configuration from given file

-e, --export Export configuration file

10
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4.2 CONFIGURATION

4.2.1 BASIC APPLIANCE CONFIGURATION

This section covers all commands for configuring the PPM appliance and email notification.

Enter the appliance through a SSH connection:
- Set Function keys and keypad to Linux or VT100+ (applies when using PUTTY as SSH client)
- Log in on the virtual appliance using its IP address and port 22

Login using ‘ppm’as u

ser and ‘ppm’ as default password.

Welcome to NEXT UPS Systems - Power Protection Manager (PPM) for Microsoft Hyper-V on Windows

Copyright 2023-2026 NEXT UPS Systems. All rights reserved.
All trademarks, logos and brand names are the property of
their respective owners.

DISCLAIMER

By using this copy of Power Protection Manager (PPM),
you entirely agree to the terms and conditions as
accepted before downloading and installing, and also
shown during the logon process.

If you do not agree or agreed by mistake, you should
immediately stop using Power Protection Manager (PPM).

e Setthe PPM password

After the first log in, it i

Command:

s recommended to change the default password by use of the command:

sudo PPM --set-ppm-password

Return Output:

ppm@nextups-ppm:~$ sudo PPM --set-ppm-password
Set ppm user password
New password:

Retype new password:
passwd: password updated successfully

e Set the appliance DHCP or STATIC IP address

Itis strongly advised that the IP address of the appliance is set to a static configuration, however a DHCP setting is also possible:

Command:
Return Out

sudo PPM --set-appliance-ip-dhcp
put:

ppm@nextups-ppm:~$ sudo PPM --set-appliance-ip-dhcp

Applying DHCP IP configuration. You might want to reconnect using the new IP.

Check your DHCP server to retrieve the assigned IP address.

To set the IP settings manually, use the following command:

Command:

sudo PPM --set-appliance-ip-static

11
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Change the IP address/subnet mask/DNS/routes(gateway) according to your network settings in the pop-up editor window by
changing the corresponding values and save with Ctrl-O, exit with Ctrl-X.

Return Output:

&P 192.168.241.248 - PuTTY

GNU nanc 7.2

/opt/ppm/netplan/ppm appliance ip static.yaml

e Set customer tag

The customer tag (name) is a variable to identify your configuration. It will be used in the configuration files and in the subject field for mail

communication:
Command:
[IMPORTANT]

Return Output:

sudo PPM -c -u customer_tag '<value>'

Only alphanumeric and ._- characters are allowed. The value is limited to 30 characters.

sudo PPM -c -u customer_tag 'NUS-EMEA'

PPM: customer_tag option has been updated.
PPM: Restarting service to apply new value...

e Setthe SNTP time zone

Default setting is 'Europe/Brussels'. Change if desired according to your current time zone:

Command:

[IMPORTANT]

Return Output:

sudo PPM -c -u timezone 'Europe/Brussels'

Possible values are only the official TZ identifier names, see:
https://en.wikipedia.org/wiki/List_of tz_database_time_zones for the full list.
Example values are: Europe/Brussels | Europe/Amsterdam | Europe/Paris | GB | UTC | Etc/GMT+3 | CET |

CEST

ppm@nextups-ppm:~$ sudo PPM -c -u timezone 'Europe/Brussels’

PPM: timezone option has been updated.

e Set mail notification

For configuring the mail notifications, an SMTP server, TLS encryption port, sender account, password and at least 1 recipient must be

configured:

Command:

sudo PPM --mail-setup

12
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Return Output:

ppm@nextups-ppm:~$ sudo PPM --mail-setup

Enter the
Enter the
Enter the
Enter the

Enter the
Enter the

Sending test mail From: service@nextups.eu, To: service@nextups.eu, SMTP:

SMTP server: smtp.office365.com

SMTP port (TLS): 587

sender account address: service@nextups.eu
sender account password:

mail recipientl address: service@nextups.eu
mail recipient2 address or press [ENTER] to leave blank:

smtp.office365.com, Port: 587
Please check your inbox.

Atest mail will be sent, check the inbox of the provided recipient.
Both mail recipients can be reconfigured separately:

Command: sudo PPM -c -u mail_recipient1 '<value>'
sudo PPM -c -u mail_recipient2 '<value>'

Return Output:

ppm@nextups-ppm:~$ sudo PPM -c -u mail_recipient2 'service@nextups.eu’

PPM: mail_recipient2 option has been updated.
PPM: Restarting service to apply new value...

After configuration of the mail recipients, the settings can be checked by sending a test mail:

Command: sudo PPM --mail-test

Return Output:

ppm@nextups-ppm:~$ sudo PPM --mail-test

Sending test mail From: service@nextups.eu, To: service@nextups.eu
Please check your inbox.

13
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Check the configuration file

After modifying the values, the settings can be checked by displaying the configuration file:

Command: sudo PPM -c
Return Output:

ppm@nextups-ppm:~$ sudo PPM -c

NEXT UPS Systems - Power Protection Manager (PPM) for Microsoft Hyper-V on Windows - 1.2.6 (build win.20260624)

Configuration file:

CUSTOMER TAG
SNTP TIMEZONE

UPS1 IP ADDRESS

UPS1 PASSWORD

UPS2 IP ADDRESS

UPS2 PASSWORD

UPS SNMP VERSION

UPS SNMP V2C COMMUNITY

UPS SNMP USER NAME

UPS SNMP USER AUTHENTICATION PASSWORD
UPS SNMP USER AUTHENTICATION PROTOCOL
UPS SNMP USER PRIVATE PASSWORD

UPS SNMP USER PRIVATE PROTOCOL

UPS SNMP USER SECURITY LEVEL

UPS NON PROTECT STATE ACTION

UPS ON BATTERY TIMER (seconds | minutes)
UPS MINIMUM REMAINING BACKUP TIME THRESHOLD (minutes)
UPS MINIMUM REMAINING BACKUP PERCENTAGE THRESHOLD (%)

UPS OUTLETS POWER-OFF TIMER (minutes)
UPS OUTLETS POWER-ON TIMER (minutes)

PPM HOST USAGE MODE
ACTION ON HOST WHEN PARSING SHUTDOWN FROM PPM

WIN USER (local or domain)
WIN1 IP ADDRESS

WIN1 PASSWORD

WIN2 IP ADDRESS

WIN2 PASSWORD

WIN3 IP ADDRESS

WIN3 PASSWORD

MAIL SENDER
MAIL RECIPIENT1
MAIL RECIPIENT2

NUS -EMEA
Europe/Brussels

3
private

DES
NoAuthNoPriv

donothing
disabled
disabled
30

disabled
disabled

single
shutdown

service@nextups.eu
service@nextups.eu

14
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4.2.2 UPS/PPM CONFIGURATION

This section covers the configuration for communications with one or two UPSs equipped with the SNMP Web Interface Il. See chapter
4.2.3 SHUTDOWN CONFIGURATION for more info on how to configure the timings for the shutdown.

[IMPORTANT]

This manual only covers the setup for UPSs with SNMP Web Interface I, for use with NMC Il please consult the Manual:
NEXT UPS Systems PPM Hyper-V User Manual with NMC |lI

SNMP Web Interface Il NMC Il

e Setupthe UPS IP address/password and UPS name/location

First configure the SNMP settings on the SNMP Web Interface Il in Settings —- NMC System page. It is strongly recommended to configure
both UPS and PPM with a static IP address in your network. Set the IP address, subnet mask, gateway and DNS and click the save button.

next QUL - ver Racke AR

NETWORK MANAGEMENT CARD FOR UPS
ups systems 2024/05/29 14:10:07 Logout

Setings » NG sytem
UPS Status System Configuration
UPS Alarm BooP/DHCP Disable v

UPS Parameters
UPS Powered Devices

ess 192.168.1.251

UPS Identification Subnet fask ZEEIETH0
UPS Battery Test Primary DNS 1111
UPS Battery Test Schedule o 3808
SHMP TRAP Receivers Enble -
UPS Configuration [Enable |
UPS Shutdown ]
Shutdown Schedule ==
Setifos FEB0::220:85FF:FEE5:71D5
NNC System

Reboot System
Arress Contral

Save

In addition to the IP address, a UPS description (name) and UPS location can be set on the SNMP Web Interface Il in Settings - NMC
System page. Fill in an appropriate name and location for the UPS and click the below save button.

[IMPORTANT] Any blank characters (space) in these settings will be converted to _ (underscore) in the PPM.

next
LD 2025/01/29 11:12:38 Logout

Settings » WG System

System Configuration
BaolPIDHCP

UPS Status

UPS Alarm

UPS Parameters

UPS Powered Devices

UPS Identification
:
UPS Battery Test Primary DNS
UPS Battery Test Schedule Secondary DNS
SNMP TRAP Receivers \
UPS Configuration
UPS Gontro [C—
o]

UPS Shutdown
Shutdown Schedule

NMC System

Reboot System -

Access Control

i SNWP Support

SNMPV3 USH Table SNMP Port Number

Wake On LAN SNUIP Trap Port Number

Email Notification HTTP

Firmware Upload S5H Connection

Esu[Mas Scmnest Modbus TGP Gonnection
Lovs, SMTP

s e UPS Description

UPS Statistics Log

UPS Location
EventLog
S Default Language

Session expiration(Min

History Log Interval (Sec)

iiﬁi

Statistics Log Interval (Min
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After configuring the UPS IP address, up to 2 UPSs can be monitored in the PPM, if two UPSs are configured both will be monitored
simultaneously for executing the shutdown settings. See chapter 4.2.3 SHUTDOWN CONFIGURATION for more information on the

shutdown configuration.

Set the UPS(s) IP address(es) in PPM

To set the IP address(es) of the monitored UPS(s) in PPM:

Command: sudo PPM -c -u ups1_ip '<value>'
sudo PPM -c -u ups2_ip '<value>'

Return Output:

NETWORK MANAGEMENT CARD FOR UPS

User Name [root

Password: [sesnnsns ]

Log In

Set the UPS(s) password(s) in PPM (optional)

In order to use the UPS power outlets off/on control after the shutdown command, it is mandatory to configure the SNMP interface

password for the root user, as used in the web interface login.
To set the UPS root password(s) of the monitored UPS(s) in PPM:

Command: sudo PPM -c -u ups1_pass '<value>'
sudo PPM -c -u ups2_pass '<value>'

[IMPORTANT] Only alphanumeric and *#$&:_- characters are allowed.

Return Output:

ppm@nextups-ppm:~$ sudo PPM -c -u upsl_pass '192.168.1.251'

PPM: upsl_ip option has been updated.
PPM: Restarting service to apply new value...

e Setupthe UPS SNMP version

For secure communication with the UPS either SNMP v2c or SNMP v3 can be used.

Default setting on the network card of the UPS is version SNMP v3 but it can be changed to SNMP v2c. However, for security reasons it is

recommended to use SNMP v3.

Set accordingly to the on the SNMP Web Interface Il in Settings - NMC System page, parameter SNMP Support: (default setting SNMP
v3). For both communication methods additional settings are mandatory, first configure those on the SNMP interface of the UPS before

proceeding the config of the PPM.
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UPS SYSTEMS

NETWORK MANAGEMENT CARD FOR UPS

oneLine
Cocation: Sarver Rack Labo
2025/01/25 11:14:03 Logout

UPS Monitoring

UPS Status

UPS Alarm

UPS Parameters

UPS Powered Devices
UPS Identification

UPS Battery Test

UPS Battery Test Schedule
SNMP TRAP Receivers
UPS Configuration
UPS Control

UPS Shutdown
Shutdown Schedule

NNC System
Reboot System
Access Control
Date and Time
SNMPV3 USM Table
Wake On LAN
Email Nofification
Firmware Upload
File Management

Logs
UPS Log
UPs statistics Log
Event Log
System Log

Set the selected SNMP version in PPM

Settings » NMC System

System Configuration

SNMP Support
SNMP Port Nu
SNMP Trap Port Number
HTTP

Command:
[IMPORTANT]

Return Output:

e Setupthe SNMP v2c parameters

sudo PPM -c¢ -u upssnmp_version '<value>'

Valid values are: 2c |3

ppm@nextups-ppm:~$ sudo PPM -c -u upssnmp_versi

PPM: upssnmp_version option has been updated.
PPM: Restarting service to apply new value...

52.165.0.051

s21e81

1 (8] [T el fel (81 2] ] ] [E] g
E LalES N i ¥|

Sve

Default setting is SNMP v3 but can be changed to SNMP v2c. However, for security reasons it is recommended to use SNMP v3:

By selecting the SNMP v2c communication the Private Community String is mandatory.
Set accordingly to the settings on the SNMP Web Interface Il in Settings - SNMPv1/2 Configuration page. Only the Private Community
String in the network interface is accepted. This community string can be changed in the Settings - SNMPv1/2 Configuration page,

parameter Private Community String. The default setting in the interface is ‘private’.
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NETWORK MANAGEMENT CARD FOR UPS

on-Line
Cocation: Server Rack LABO
2024/05/2012:27:02 Logout

settings » SNMPv1/2 Configuration

UPS Status

UPS Alarm

UPS Parameters

UPS Powered Devices

UPS Identification
CI—

UPS Battery Test

UPS Battery Test Schedule

SNMP TRAP Receivers

UPS Configuration

UPS Control

UPS Shutdown

Shutdown Schedule

NMC System
Reboot System
Access Control
Date and Time
SNMPV1/2 Configuration
Wake On LAN
Email Notification
Firmware Upload
File Management
Logs
UPS Log
UPs statistics Log
Event Log

system Log

SNMPv1/2 Community Strings
Public

munity String
Private Community String

Set the community string in PPM

Set the community string in PPM accordingly to the private community string on the SNMP Web Interface Il.

Command:
Return Output:

sudo PPM -c -u upssnmpv2c_community '<value>'

ppm@nextups-ppm:~$ sudo PPM -c -u upssnmpv2c_community 'private’

PPM: upssnmpv2c_community option has been updated.
PPM: Restarting service to apply new value...

e Setup SNMP v3 parameters

By selecting the SNMP v3 communication a username, authentication method and password(s) need to be set.

First configure the credentials and security level on the SNMP Web Interface Il in Settings - SNMPv3 USM Table page.

NETWRR MANAGEMENT CARD FOR UPS rim ol

Seftings » SHMPY3 USH Tabls
LAtinm user Name 1on Passworg autnentication
s aam

UPS Parameters
UPS Powerod Devices
UPS Igentiication

uPs wanagement
UPS Battery lest
UPS Batiery Test Sctiedule
SHMP TRAF Recefrers
UPS Cantiguraton
uPs Cantrel
UPS Shutdown
Srutsowm Scnocuis

HNC systsm
Rabaot System
Accass Cantrol
Date and Time
SHMING USM a0
Wiske On LAN
Email Notication
Fimears Upiae

gement

UPS Statistics Log
EventLog
Systsm Log

secunty Level
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Set the SNMP v3 parameters of the PPM accordingly to the settings on the SNMP Web Interface Il.
Set SNMP v3 user name
Set accordingly to the settings on the SNMP Web Interface Il in Settings - SNMPv3 USM Table page:
Command: sudo PPM -c¢ -u upssnmpv3_user '<value>'
Only minor alphanumeric and ._- characters (max. 30) are allowed for the SNMPv3 user name.

[IMPORTANT]

Return Output:

ppm@nextups-ppm:~$ sudo PPM -c -u upssnmpv3_user ‘snmpuser’

PPM: upssnmpv3_user option has been updated.
PPM: Restarting service to apply new value...

Set SNMP v3 user authentication password

Set accordingly to the settings on the SNMP Web Interface Il in Settings - SNMPv3 USM Table page:

Command: sudo PPM -c -u upssnmpv3_userauth '<value>'

[IMPORTANT] Only alphanumeric and _- characters are allowed and needs to have a minimum of 8 characters.

Return Output:

ppm@nextups-ppm:~$ sudo PPM -c -u upssnmpv3_userauth ‘snmppass’

PPM: upssnmpv3_userauth option has been updated.
PPM: Restarting service to apply new value...

Set SNMP v3 authentication protocol

The only supported v3 authentication protocol for SNMP Web Interface Il is MD5:
Command: sudo PPM -c -u upssnmpv3_userauthprotocol '<value>'

[IMPORTANT] Default value is MD5. Only valid value for the SNMP Web Interface Il is: MD5

Return Output:

ppm@nextups-ppm:~$ sudo PPM -c -u upssnmpv3_userauthprotocol 'MD5'

PPM: upssnmpv3_userauthprotocol option has been updated.
PPM: Restarting service to apply new value...

Set SNMP v3 user private password

Set accordingly to the settings on the SNMP Web Interface Il in Settings - SNMPv3 USM Table page:
Command: sudo PPM -c -u upssnmpv3_userpriv '<value>'
[IMPORTANT]

Return Output:

ppm@nextups-ppm:~$ sudo PPM -c -u upssnmpv3_userpriv ‘'Password’

PPM: upssnmpv3_ userpriv option has been updated.
PPM: Restarting service to apply new value...

Set SNMP v3 private protocol

Only alphanumeric and _- characters are allowed and needs to have a minimum of 8 characters.
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The only supported v3 private protocol for SNMP Web Interface Il is DES:
Command: sudo PPM -c -u upssnmpv3_userprivprotocol '<value>'

[IMPORTANT] Default value is DES. Only valid value for the SNMP Web Interface Il is: DES

Return Output:

ppm@nextups-ppm:~$ sudo PPM -c -u upssnmpv3_userprivprotocol ‘DES’

PPM: upssnmpv3_userprivprotocol option has been updated.
PPM: Restarting service to apply new value...

Set SNMP v3 security level

Default value is 'noAuthNoPriv'. Set accordingly to the settings on the SNMP Web Interface Il in Settings - SNMPv3 USM Table page:

Command: sudo PPM -c -u upssnmpv3_seclevel '<value>'

[IMPORTANT] Valid values are: noAuthNoPriv | authNoPriv | authPriv'

Return Output:

ppm@nextups-ppm:~$ sudo PPM -c -u upssnmpv3_seclevel ‘authPriv'

PPM: upssnmpv3_ seclevel option has been updated.
PPM: Restarting service to apply new value...

Check the configuration file

All settings can be checked in the configuration file or with below command:

Command: sudo PPM -c
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Return Output:

ppm@nextups-ppm:~$ sudo PPM -c

NEXT UPS Systems - Power Protection Manager (PPM) for Microsoft Hyper-V on Windows - 1.2.6 (build win.20260624)

Configuration file:

CUSTOMER TAG
SNTP TIMEZONE

UPS1 IP ADDRESS
UPS1 PASSWORD
UPS2 IP ADDRESS
UPS2 PASSWORD

NUS -EMEA
Europe/Brussels

192.168.1.251

ok ok ok sk ko ok

192.168.1.252
ook ko ko k

UPS SNMP VERSION H 3
UPS SNMP V2C COMMUNITY H private
UPS SNMP V3 USER NAME H snmpuser
UPS SNMP V3 USER AUTHENTICATION PASSWORD H Hokokkokokok ok
UPS V3 USER AUTHENTICATION PROTOCOL H MD5

UPS V3 USER PRIVATE PASSWORD H Fokokkkokok ok
UpPs V3 USER PRIVATE PROTOCOL H DES

UpPs V3 USER SECURITY LEVEL H authPriv

UPS NON PROTECT STATE ACTION : donothing

ON BATTERY TIMER (seconds | minutes) : disabled
UPS MINIMUM REMAINING BACKUP TIME THRESHOLD (minutes) H disabled
UPS MINIMUM REMAINING BACKUP PERCENTAGE THRESHOLD (%) H 30

POWER OUTLETS POWER-OFF TIMER (minutes) H disabled
POWER OUTLETS POWER-ON TIMER (minutes) H disabled

PPM HOST USAGE MODE : single
ACTION ON HOST WHEN PARSING SHUTDOWN FROM PPM : shutdown

WIN USER (local or domain) : administrator
WIN1 IP ADDRESS

WIN1 PASSWORD

WIN2 IP ADDRESS

WIN2 PASSWORD

WIN3 IP ADDRESS

WIN3 PASSWORD

MAIL SENDER : service@nextups.eu
MAIL RECIPIENT1 : service@nextups.eu
MAIL RECIPIENT2 H

Check the UPS Status and Communication

After configuring the SNMP settings, the UPS status can be checked by using the status command. It will show the status of the PPM
service and configured UPS. Also, the last 10 log entries will be shown.

Command: sudo PPM -s
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Return Output:

ppm@nextups-ppm:~$ sudo PPM -s

NEXT UPS Systems - Power Protection Manager (PPM) for Microsoft Hyper-V on Windows
Service status :

Service version H 1.2.6 (build win.20260624)

Mail agent status

Customer tag : NUS-EMEA

IP address : 192.168.1.251
MAC address : 00-20-85-C2-01-F7

status :

time on battery H 00:00:00 (hh:mm:ss)
battery status H

battery voltage H 84.4V

battery capacity H 100%

battery remaining backup time H 86 minutes

battery temperature : 25 degrees Celsius
output load H 23%

output AC voltage (configured) : 230V

output frequency : 50Hz

name :  Demo_Hyper-V_Li-Ion
location H Server_Rack_LABO
technology H ON-LINE

network management card (NMC) firmware H 3.7.0.3

serial number : CP10P3312980004

Last 10 logs:

29-01-2025 12:16:01 - The status “Demo_Hyper-V_Li-Ion" . .1. is Not Detected
29-01-2025 12:16:07 - The status "Demo_Hyper-V_Li-Ion" . .1, is On Line --
no timer activated (anymore)

29-01-2025 12:16:19 - The status “Demo_Hyper-V_Li-Ion" . .1. is Not Detected
29-01-2025 12:16:25 - The status “Demo_Hyper-V_Li-Ion" . 1. is On Line --
no timer activated (anymore)

29-01-2025 12:19:39 - The status "Demo_Hyper-V_Li-Ion" . .1, is On Line --
no timer activated (anymore)

29-01-2025 12:43:05 - The status “Demo_Hyper-V_Li-Ion" . 1. is On

no timer activated (anymore)

29-01-2025 13:03:07 - The status “Demo_Hyper-V_Li-Ion"

no timer activated (anymore)

29-01-2025 13:03:51 - The status "Demo_Hyper-V_Li-Ion"

no timer activated (anymore)
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4.2.3 SHUTDOWN CONFIGURATION

This section covers the configuration of the parameters that will trigger a shutdown procedure for the Windows host(s).

Either a simple shutdown command or the possibility to run a script on the hosts can be configured in the PPM. See 4.2.4 Set action on
hosts when parsing shutdown from PPM for configuration of this option.

In case of a power failure and UPS working on battery power, 3 events can trigger the shutdown procedure for the configured Windows
host(s):

- UPS ON BATTERY TIMER (seconds/minutes) reaching a specified value
- UPS MINIMUM REMAINING BACKUP TIME THRESHOLD (minutes) drops below a specific value
- UPS MINIMUM REMAINING BACKUP PERCENTAGE THRESHOLD (%) drops below a specific value

These 3 events that can trigger the shutdown procedure can be set individually in PPM; any event that occurs first will trigger the
shutdown procedure to be sent to the Windows host(s).

Default settings are that only a UPS MINIMUM REMAINING BACKUP PERCENTAGE THRESHOLD of 30% will trigger the shutdown action.
The default settings for the UPS ON BATTERY TIMER and UPS MINIMUM REMAINING BACKUP TIME THRESHOLD are blank and will not be
considered.

The settings can be changed by configuring the values for these 3 parameters:

e UPS ON BATTERY TIMER

In case of a power failure and the UPS is working on battery power, PPM will launch a timer before sending the shutdown procedure to the
Windows host(s). The UPS ON BATTERY TIMER setting is a value in seconds (s) or minutes (m) to elapse before executing the shutdown
procedure.

Shutdown triggered by the UPS ON BATTERY TIMER

START SHUTDOWN END OF UPS
AC FAILURE COMMAND BACK UPTIME

Time elapsed since start AC Failure
UPS REMAINING BACKUP TIME 15 minutes

30 minutes UPS ON BATTERY TIMER

UPS BATTERY LEVEL

100%

Remaining backup time 15 minutes
>
UPS MINIMUM REMAINING BACKUP
TIME THRESHOLD

40%

30% Remaining battery percentage 40%
>
UPS MINIMUM REMAINING UPS MINIMUM REMAINING BACKUP|
BACKUP PERCENTAGE PERCENTAGE THRESHOLD
THRESHOLD
(Settings value: 30%)
0 min. 15 min. 20min. 30 minutes Tlme
o srcxr T TiRESoLD
(Settings value: 10 minutes)
The timer can be set in seconds or minutes using unit ‘s’ or ‘m’ in the parameter value:
Command: sudo PPM -c -u upsonbattery_timer '<value>'
Example: sudo PPM -c -u upsonbattery_timer '600s'
sudo PPM -c -u upsonbattery_timer '10m’
[IMPORTANT] Default setting is blank. Valid settings are numeric values with additions 's' or 'm' and blank. If set to blank

(sudo PPM -c -u upsonbattery_timer ") the UPS ON BATTERY TIMER will not be considered to trigger the
shutdown of the Windows host(s).
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Return Output:

ppm@nextups-ppm:~$ sudo PPM -c -u upsonbattery_timer '15m’

PPM: upsonbattery_timer option has been updated.
PPM: Restarting service to apply new value...

e UPS MINIMUM REMAINING BACKUP TIME THRESHOLD

Depending on the actual load and battery level, the UPS will calculate an estimated remaining Backup Time. This time can be checked in
the status command (sudo PPM -s) and on the SNMP Web Interface Il in the UPS Monitoring - UPS STATUS page.
- If two UPSs are configured, the remaining Backup Times for both UPSs will be add up to compare with the configured value of

the UPS MINIMUM REMAINING BACKUP TIME THRESHOLD.

The UPS MINIMUM REMAINING BACKUP TIME THRESHOLD, as set in PPM, is the minimum value for the remaining backup time before
executing the shutdown procedure.

Shutdown triggered by the UPS MINIMUM REMAINING BACKUP TIME THRESHOLD

START SHUTDOWN END OF UPS
AC FAILURE COMMAND BACK UP TIME
Time elapsed since start AC Failure
UPS REMAINING BACKUP TIME 20 minutes
<
30 minutes UPS ON BATTERY TIMER
UPS BATTERY LEVEL
100%
Remaining backup time 10 minutes
UPS MINIMUM REMAINING BACKUP
TIME THRESHOLD
35%
30%
UPS MINIMUM REMAINING Remaining battery percentage 35%
BACKUP PERCENTAGE >
THRESHOLD | UPS MINIMUM REMAINING BACKUP
(Settings value: 30%) PERCENTAGE THRESHOLD

0 min. 20 min. 30 minutes Time

UPS MINIMUM REMAINING

UPS ON BATTERY TIMER BACKUP TIME THRESHOLD
(Settings value: 25 minutes)

(Settings value: 10 minutes)

This threshold is being set in minutes (m) in the parameter value:
Command: sudo PPM -c -u upsremaining_minutes '<value>'
[IMPORTANT] Default setting is blank. Valid settings are numeric values and blank. If set to blank (sudo PPM -c -u

upsremaining_minutes ") the UPS MINIMUM REMAINING BACKUP TIME THRESHOLD will not be
considered to trigger the shutdown of the Windows host(s).

Return Output:

ppm@nextups-ppm:~$ sudo PPM -c -u upsremaining_minutes '25'

PPM: upsremaining_minutes option has been updated.
PPM: Restarting service to apply new value...

e UPS MINIMUM REMAINING BACKUP PERCENTAGE THRESHOLD

The battery level of the UPS depends on the actual state of the battery. This battery level can be checked in the status command (sudo
PPM -s) and on the SNMP Web Interface Il in the UPS Monitoring - UPS STATUS page.

24



next

UPS SYSTEMS

- If two UPSs are configured, the percentages for both will be add up to compare with the configured value of the UPS
MINIMUM REMAINING BACKUP PERCENTAGE THRESHOLD.

The UPS MINIMUM REMAINING BACKUP PERCENTAGE THRESHOLD, as set in PPM, is the minimum value for the UPS battery levelin
percentage (%) before executing the shutdown procedure.

Shutdown triggered by the UPS MINIMUM REMAINING BACKUP PERCENTAGE THRESHOLD

START SHUTDOWN END OF UPS
AC FAILURE COMMAND BACK UPTIME

Time elapsed since start AC Failure
UPS REMAINING BACKUP TIME 20 minutes

30 minutes UPS ON BATTERY TIMER

UPS BATTERY LEVEL

100%

Remaining backup time 15 minutes

UPS MINIMUM REMAINING BACKUP
TIME THRESHOLD

40%

9
UPS MINIMUM REMAINING Remaining battery percentage 40%
BACKUP PERCENTAGE =

THRESHOLD UPS MINIMUM REMAINING BACKUP|
(Settings value: 40%) PERCENTAGE THRESHOLD

0 min. 15 min. 20 min. 30 minutes Tlme

UPS MINIMUM REMAINING
UPS ON BATTERY TIMER BACKUP TIME THRESHOLD
(Settings value: 20 minutes) (Settings value: 10 minutes)

This threshold is being set in percentage (%) in the parameter value:
Command: sudo PPM -c -u upsremaining_percentage '<value>'

[IMPORTANT] Default setting is 30. Valid settings are numeric values from 0 to 100. This value cannot be left blank. If
desired not to be used this value can be set to 0.

Return Output:

ppm@nextups-ppm:~$ sudo PPM -c -u upsremaining_percentage '50'

PPM: upsremaining_percentage option has been updated.
PPM: Restarting service to apply new value...

e UPS NON PROTECT STATE ACTION

[IMPORTANT]

In addition to the configuration of the shutdown procedure in case of a power failure, it is also possible to trigger the shutdown when the
UPS is in a ‘non protective’ state. This will be the case if the UPS is in one of these states: 'Unknown’, 'Off/Standby' or 'On Bypass', even

if the mains supply (UPS input) is still present.
In these states the UPS will not switch to battery power in case of a power failure and therefore the attached devices are not protected.

This setting can be configured through the ‘upsnonprotectstate_action’ parameter and can be set to:

donothing: PPM will not consider the non-protective state of the UPS. Only in case of a power failure and the
UPS is on battery power, it launches the UPS ON BATTERY TIMER and/or checks both values for:
- UPS MINIMUM REMAINING BACKUP TIME THRESHOLD (minutes)
- UPS MINIMUM REMAINING BACKUP PERCENTAGE THRESHOLD (%)
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shutdown: In case the UPSis in a ‘non protective’ state, PPM will act as if the UPS is working on battery power
and starts the shutdown procedure for the Windows host(s) by launching the UPS ON BATTERY
TIMER and/or checking both values for:
- UPS MINIMUM REMAINING BACKUP TIME THRESHOLD (minutes)
- UPS MINIMUM REMAINING BACKUP PERCENTAGE THRESHOLD (%)

Command: sudo PPM -c -u upsnonprotectstate_action '<value>'
[IMPORTANT] Default setting is donothing. Valid settings are: donothing | shutdown

Return Output:

ppm@nextups-ppm:~$ sudo PPM -c -u upsnonprotectstate_action ‘donothing’

PPM: upsnonprotectstate_action option has been updated.
PPM: Restarting service to apply new value...

e UPS OUTLETS POWER OFF/ON TIMER

After triggering the shutdown procedure, PPM can also control the UPS power outlets. This can be done to preserve the remaining battery
capacity and/or auto power-on of the server(s) when AC power returns.
The UPS outlets can be controlled by configuring two timers:

- UPS OUTLETS POWER-OFF TIMER in minutes
- UPS OUTLETS POWER-ON TIMER in minutes

[IMPORTANT] Great care should be taken by setting these timers because of the risk of cutting
off the power to the host prior to the complete shutdown of the VMs and the host itself.

To configure these timers, the UPS root password and correct SNMP V2C/V3 settings need to be set in PPM. Otherwise, the configuration
overview will show ‘unavailable’ at these settings.

The UPS OUTLETS POWER-OFF TIMER is the time in minutes to elapse before the UPS power outlets are powered off, starting when the
shutdown procedure is started.

[IMPORTANT] Consider the maximum time needed for shutting down all VMs and the host itself before setting this
timer, as this function will cut off the power to the host when the timer expired.

The UPS OUTLETS POWER-ON TIMER is the minimum time in minutes to elapse before the UPS power outlets are powered back on,

starting after the power outlets are being powered off. Even if the AC power returns before this timer has elapsed, the UPS will wait the
configured amount of time before power on the outlets.
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The configuration of the auto power-on function must be set separately in the server BIOS and needs a Baseboard Management
Controller (BMC) that supports the auto power-on. In case of multiple power supplies in the host’s chassis, all power supplies need to be
cycled at the same time for the auto power-on to be effective.

Set the UPS OUTLET POWER-OFF TIMER by this command:

Command: sudo PPM -c -u upsoutlets_timeroff '<value>'

Default setting is disabled. Valid settings are depending on UPS technology. On-line UPSs supports
values from 5 to 60, in increments of 5. Line-interactive UPSs supports values from 5 to 10, in increments

of 5.

[IMPORTANT]

Return Output:

ppm@nextups-ppm:~$ sudo PPM -c -u upsoutlets_timeroff '15'

PPM: upsoutlets_timeroff option has been updated.
PPM: Restarting service to apply new value...

Set the UPS OUTLET POWER-ON TIMER by this command:

Command: sudo PPM -c -u upsoutlets_timeron '<value>'

Default setting is disabled. Valid settings are depending on UPS technology. On-line UPSs supports
values from 5 to 60, in increments of 5. Line-interactive UPSs supports values from 5 to 10, in increments

of 5.

[IMPORTANT]

Return Output:

ppm@nextups-ppm:~$ sudo PPM -c -u upsoutlets_timeron 'S5’

PPM: upsoutlets_timeron option has been updated.
PPM: Restarting service to apply new value...

Start AC failure Shutdown procedure started by:

- UPS ON BATTERY TIMER elapsed
- UPS MINIMUM REMAINING BACKUP TIME THRESHOLD reached
- UPS MINIMUM REMAINING BACKUP PERCENTAGE THRESHOLD reached

Auto Power-on configuration:
- Baseboard Management Controller (BMC) needs to support this feature
- Tobecoenfigured properly in BIOS
- Allredundant power supplies need to be cycled at the same time

- UPS NON PROTECT STATE set to SHUTDOWN and triggered
(whatever comes first)

UPS on battery and/or ST Shutdown Auto
shutdown procedure Power-on
triggered VMs host e
UPS QUTLETS POWER-OFF TIMER UPS
(time before UPS power outlets are powers UPS powers
powered off, starting when the OFF ON

shutdown procedure is executed)

UPS OUTLETS POWER-ON
TIMER

(minimum time UPS powers off
even if AC power has returned
before, starting after the power
outlets are powered off)

Timeline

27



next

UPS SYSTEMS

Check the configuration file

All settings can be checked in the configuration file or with below command:

Command: sudo PPM -c
Return Output:

ppm@nextups-ppm:~$ sudo PPM -c
NEXT UPS Systems - Power Protection Manager (PPM) Microsoft Hyper-V on Windows - 1.2.6 (build win.20260624)
Configuration file:

CUSTOMER TAG H NUS -EMEA
SNTP TIMEZONE : Europe/Brussels

UPS1 IP ADDRESS : 192.168.1.251
UPS1 PASSWORD : Hokdkorok kR
UPS2 IP ADDRESS : 192.168.1.252
UPS2 PASSWORD : Hokdrk kR

VERSION : 3

V2C COMMUNITY : private

V3 USER NAME : snmpuser

V3 USER AUTHENTICATION PASSWORD : Hokdkok kR

V3 USER AUTHENTICATION PROTOCOL : MD5

V3 USER PRIVATE PASSWORD : HAAHR ARk

V3 USER PRIVATE PROTOCOL : DES

V3 USER SECURITY LEVEL : authPriv

NON PROTECT STATE ACTION : donothing

ON BATTERY TIMER (seconds | minutes) : 15
MINIMUM REMAINING BACKUP TIME THRESHOLD (minutes) H 25
MINIMUM REMAINING BACKUP PERCENTAGE THRESHOLD (%) H 30

UPS POWER OUTLETS POWER-OFF TIMER (minutes) : 15
UPS POWER OUTLETS POWER-ON TIMER (minutes) : 5

PPM HOST USAGE MODE : single
ACTION ON HOST WHEN PARSING SHUTDOWN FROM PPM : shutdown

WIN USER (local or domain) : administrator
WIN1 IP ADDRESS

WIN1 PASSWORD

WIN2 IP ADDRESS

WIN2 PASSWORD

WIN3 IP ADDRESS

WIN3 PASSWORD

MAIL SENDER : service@nextups.eu
MAIL RECIPIENT1 : service@nextups.eu
MAIL RECIPIENT2 H
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4.2.4 WINDOWS (HYPER-V) CONFIGURATION

This section covers the configuration of PPM for the use with single host or cluster environments and the SSH access to the Windows or
Windows Hyper-V host(s) to be shut downed in case of a power failure. See chapter 4.2.3 SHUTDOWN CONFIGURATION for more info on
how to configure the triggers for the shutdown.

For Windows and Windows Hyper-V single hosts, either a simple shutdown command or the possibility to run a script on the hosts can be
configured in the PPM. For use in cluster environments the shutdown can only be executed by running a shutdown script. For each type
of setup (single host / cluster) different parameters need to be configured for the SSH access.

e PPM usage mode settings and parameters for single host

For Windows or Windows Hyper-V single host support, the PPM host usage mode can be set to ‘single’ in order to perform the shutdown
of the system by command or by running a script.

Command: sudo PPM -c -u ppmhostusage_mode 'single’
[IMPORTANT] Default setting is single. Valid settings are: single | cluster

Return Output:

ppm@nextups-ppm:~$ sudo PPM -c -u ppmhostusage_mode 'single’

PPM: ppmhostusage_mode option has been updated.
PPM: Restarting service to apply new value...

- Set action on host when parsing shutdown from PPM (for single host only)

Only if the PPM host usage mode is set to ‘single’, this option is available.
For Windows and Windows Hyper-V single hosts, either a simple shutdown command or the possibility to run a script on the hosts can be
configured in the PPM. Only one setting for all hosts can be set.
This action can be configured through the ‘onhost_action’ parameter and can be set to:
shutdown: PPM will not consider the script(s) and will send only a shutdown command to the hosts.
script: In this case PPM will execute the shutdown script “C:\Program Files\NEXT UPS Systems\Power
Protection Manager\Shutdown Scripts\Shutdown_by PPM.ps1” as installed on each host,
before shutting down the host itself.
Command: sudo PPM -c -u onhost_action '<value>'

[IMPORTANT] Default setting is shutdown. Valid settings are: shutdown | script

Return Output:

ppm@nextups-ppm:~$ sudo PPM -c -u onhost_action 'shutdown'

PPM: onhost_action option has been updated.
PPM: Restarting service to apply new value...

The default shutdown script for Power Protection Manager (PPM) for Microsoft Hyper-V on Windows let you choose between 2 options to
handle running virtual machines (if applicable):

1. Put all VMs in save state (default) before the host itself shuts down.
2. Shut down all VMs properly before the host itself shuts down.

To choose between both options, comment or uncomment the appropriate PowerShell command in the Shutdown_by PPM.ps1 file.

[IMPORTANT] The shutdown script should be located in “C:\Program Files\NEXT UPS Systems\Power Protection
Manager\Shutdown Scripts\Shutdown_by PPM.ps1” without any changes to the filename or path.

- Set Windows login user (for single host only)

Only if the PPM host usage mode is set to ‘single’, this option is available.
Set the username to login on the Windows host(s):
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Command: sudo PPM -c -u win_user '<value>'

[IMPORTANT] Only 1 user can be defined for all Windows hosts. Format: user | user@domain

Return Output:

ppm@nextups-ppm:~$ sudo PPM -c -u win_user 'administrator’

PPM: win_user option has been updated.
PPM: Restarting service to apply new value...

- Set Windows passwords (for single host only)

Only if the PPM host usage mode is set to ‘single’, this option is available.
Set the password(s) to login on the Windows host(s):

Command: sudo PPM -c -u win1_pass '<value>'
sudo PPM -c -u win2_pass '<value>'
sudo PPM -c -u win3_pass '<value>'

[IMPORTANT] Only alphanumeric and *#$&:_- characters are allowed.

Return Output:

ppm@nextups-ppm:~$ sudo PPM -c -u winl_pass ‘N3xt3M3A*-

PPM: winl_pass option has been updated.
PPM: Restarting service to apply new value...

- Set Windows IP addresses (for single host only)

Only if the PPM host usage mode is set to ‘single’, this option is available.
Set the IPv4 address(es) of the Windows host(s) that will be powered by the monitored UPS. Up to 3 Windows hosts can be configured.

[IMPORTANT] When configuring multiple hosts, please take care to configure the host on which the NEXTUPS-PPM
virtual appliance is running, as the last one in the row.

Command: sudo PPM -c -u win1_ip '<value>'
sudo PPM -c -u win2_ip '<value>'
sudo PPM -c -u win3_ip '<value>'

Return Output:

ppm@nextups-ppm:~$ sudo PPM -c -u winl_ip '192.168.1.101"

PPM: winl_ip option has been updated.
PPM: Restarting service to apply new value...

Check the configuration file

All settings can be checked in the configuration file or with below command:

Command: sudo PPM -c
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Return Output:

ppm@nextups-ppm:~$ sudo PPM -c

NEXT UPS Systems - Power Protection Manager (PPM) for Microsoft Hyper-V on Windows - 1.2.6 (build win.20260624)

Configuration file:

CUSTOMER TAG
SNTP TIMEZONE

UPS1 IP ADDRESS
UPS1 PASSWORD
UPS2 IP ADDRESS
PASSWORD
SNMP VERSION
SNMP V2C COMMUNITY
SNMP V3 USER NAME
V3 USER AUTHENTICATION PASSWORD
V3 USER AUTHENTICATION PROTOCOL
V3 USER PRIVATE PASSWORD
V3 USER PRIVATE PROTOCOL
V3 USER SECURITY LEVEL

NON PROTECT STATE ACTION

ON BATTERY TIMER (seconds | minutes)

MINIMUM REMAINING BACKUP TIME THRESHOLD (minutes)
MINIMUM REMAINING BACKUP PERCENTAGE THRESHOLD (%)

POWER OUTLETS POWER-OFF TIMER (minutes)
POWER OUTLETS POWER-ON TIMER (minutes)

PPM HOST USAGE MODE
ACTION ON HOST WHEN PARSING SHUTDOWN FROM PPM

WIN USER (local or domain)

NUS -EMEA
Europe/Brussels

192.168.1.251
Kk ok ook ok

192.168.1.252
3k ok ok ok k ok k

E]

private
snmpuser

% 3k Kk ok Kk k

MD5

¥ 3k ok ok ok ko ok

DES

authPriv

donothing
15
25
30

15
5

single
shutdown

administrator

WIN1 IP ADDRESS : 192.168.1.101
WIN1 PASSWORD . ook skok koK ok
WIN2 IP ADDRESS : 192.168.1.102
WIN2 PASSWORD . ok sk ok ok K
WIN3 IP ADDRESS : 192.168.1.103
WIN3 PASSWORD . skokok sk ok sk ok ok

SENDER : service@nextups.eu
RECIPIENT1 : service@nextups.eu
RECIPIENT2 H

e PPM usage mode settings and parameters for cluster environments

For Windows Hyper-V Server Failover Cluster support, the PPM host usage mode can be set to ‘cluster’ in order to perform the shutdown
of the system by running the script “C:\Program Files\NEXT UPS Systems\Power Protection Manager\Shutdown
Scripts\Shutdown_by PPM_Windows_Failover Cluster.ps1”

Command: sudo PPM -c -u ppmhostusage_mode ‘cluster’

[IMPORTANT] Default setting is single. Valid settings are: single | cluster

Return Output:

ppm@nextups-ppm:~$ sudo PPM -c -u ppmhostusage_mode 'cluster

PPM: ppmhostusage_mode option has been updated.
PPM: Restarting service to apply new value...

For use in cluster environments the shutdown can only be executed by running a shutdown script.
The default shutdown script for Power Protection Manager (PPM) for Microsoft Hyper-V Server Failover Cluster let you choose between 2
options to handle running virtual machines (if applicable) before the host itself shuts down:

1. Move running VMs to another available destination/migration node in the cluster (and handle non-HA VMs)
2. Put all running VMs on this node in save state

To choose between both options, comment or uncomment the appropriate PowerShell command block in the
Shutdown_by PPM_Windows_Failover Cluster.ps1 file.
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[IMPORTANT] The shutdown script should be located in “C:\Program Files\NEXT UPS Systems\Power Protection
Manager\Shutdown Scripts\Shutdown_by PPM_Windows_Failover_Cluster.ps1” on all hosts
without any changes to the filename or path.

For shutdown of a cluster environment in combination with a physical or virtual SAN and iSCSI, two example scripts are available in the
directory “C:\Program Files\NEXT UPS Systems\Power Protection Manager\Shutdown Scripts”. PPM is not limited to these
examples and other setups are supported as well by modifying the script.

Keep in mind that when using these files that the actual name of the script should be changed into

Shutdown_by PPM_Windows_Failover Cluster.ps1

For access and handling the shutdown script the Windows Cluster domain admin user name and password, and the PPM owner node IP
address should be set by the following commands.

- Set Windows cluster domain admin user (for cluster environments only)

Only if the PPM host usage mode is set to ‘cluster’, this option is available.
Set the Windows Cluster domain admin user name for the PPM owner node that will be powered by the monitored UPS:

Command: sudo PPM -c -u ppmownernodewin_user '<value>'
[IMPORTANT] Format: user@domain

Return Output:

ppm@nextups-ppm:~$ sudo PPM -c -u ppmownernodewin_user 'user@domain’

PPM: ppmownernodewin_user option has been updated.
PPM: Restarting service to apply new value...

- Set Windows cluster domain password (for cluster environments only)

Only if the PPM host usage mode is set to ‘cluster’, this option is available.
Set the Windows Cluster domain password to login on the Windows host:

Command: sudo PPM -c -u ppmownernodewin_pass '<value>'
[IMPORTANT] Only alphanumeric and !*#$&:_- characters are allowed.

Return Output:

ppm@nextups-ppm:~$ sudo PPM -c -u ppmownernodewin_pass 'password’

PPM: ppmownernodewin_pass option has been updated.
PPM: Restarting service to apply new value...

- Set PPM owner node IP address (for cluster environments only)

Only if the PPM host usage mode is set to ‘cluster’, this option is available.
Set the PPM owner node IP address:

Command: sudo PPM -c -u ppmownernode_ip '<value>'
Return Output:

ppm@nextups-ppm:~$ sudo PPM -c -u ppmownernode_ip '192.168.1.239'

PPM: ppmownernode_ip option has been updated.
PPM: Restarting service to apply new value...

Check the configuration file

All settings can be checked in the configuration file or with below command:

Command: sudo PPM -c
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Return Output:

ppm@nextups-ppm:~$ sudo PPM -c

NEXT UPS Systems - Power Protection Manager (PPM) for Microsoft Hyper-V on Windows - 1.2.6 (build win.20260624)

Configuration fil

CUST!
SNTP

UPS1
UPS1
UuPSs2
UuPSs2
UPs
UPs
UuPs
UPs
UPs
UPsS

PPM
PPM

MAIL
MAIL
MAIL

OMER TAG
TIMEZONE

IP ADDRESS
PASSWORD
IP ADDRESS
PASSWORD
SNMP VERSION
SNMP V2C COMMUNITY
SNMP V3 USER NAME
SNMP USER AUTHENTICATION PASSWORD
SNMP USER AUTHENTICATION PROTOCOL
SNMP USER PRIVATE PASSWORD
SNMP USER PRIVATE PROTOCOL
SNMP USER SECURITY LEVEL

NON PROTECT STATE ACTION

ON BATTERY TIMER (seconds | minutes)

MINIMUM REMAINING BACKUP TIME THRESHOLD (minutes)
MINIMUM REMAINING BACKUP PERCENTAGE THRESHOLD (%)

POWER OUTLETS POWER-OFF TIMER (minutes)
POWER OUTLETS POWER-ON TIMER (minutes)

HOST USAGE MODE

OWNER NODE WIN USER (domain)
OWNER NODE IP ADDRESS

SENDER
RECIPIENT1
RECIPIENT2

NUS -EMEA
Europe/Brussels

192.168.1.251

3k 3k ok ok % %k k
192.168.1.252
* 3k ok ok ok %k k k
3
private
snmpuser
3k 3k ok ok % %k k
MD5

3k %k >k %k % %k k
DES
authPriv

donothing
15
25
30

15
5

cluster

user@domain
192.168.1.239

service@nextups.eu
service@nextups.eu
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4.3 STATUS

After configuring the PPM and SNMP settings, the service and UPS status can be checked by using the status command
status of the PPM service, and actual values for the monitored parameters of the configured UPSs.

Also, the last 10 log entries will be shown.

Command: sudo PPM -s

Return Output:

ppm@nextups-ppm:~$ sudo PPM -s

NEXT UPS Systems - Power Protection Manager (PPM) for Microsoft Hyper-V on Windows

Service status
Service version
Mail agent status

Customer tag
UpPs1

IP address

MAC address
status

time on battery
battery status
battery voltage
battery capacity

battery remaining backup time

battery temperature
output load

output AC voltage (configured)

output frequency
name

location
technology

network management card (NMC) firmware

serial number

IP address

MAC address
status

time on battery
battery status
battery voltage
battery capacity

battery remaining backup time

battery temperature
output load

output AC voltage (configured)

output frequency
name

location
technology

network management card (NMC) firmware

serial number

Last 10 logs:

29-01-2025 12:16:01 - The status
29-01-2025 1 6:07 - The status
no timer activated (anymore)

29-01-2025 12:16:19 - The status
29-01-2025 12:16:25 - The status
no timer activated (anymore)

29-01-2025 12:17:04 - The status
29-01-2025 12:19:39 - The status
no timer activated (anymore)

29-01-2025 12:22:57 - The status

1.2.6 (build win.20260624)

NUS-EMEA

192.168.1.251
00-20-85-C2-01-F7

00:00:00 (hh:mm:ss)

84.4V

100%

86 minutes

25 degrees Celsius
23%

230V

50Hz
Demo_Hyper-V_Li-Ion
Server_Rack_LABO
ON-LINE

3.7.0.3
CP10P3312980004

192.168.1.252
00-20-85-C2-01-F8

00:00:00 (hh:mm:ss)

84.4V

100%

82 minutes

25 degrees Celsius
25%

230V

50Hz
Demo_Hyper-V_Li-Ion
Server_Rack_LABO
ON-LINE

3.7.0.3
CP10P3312980005

"Demo_Hyper-V_Li-Ion" IP "192.168.1.
"Demo_Hyper-V_Li-Ion" IP "192.168.1.

"Demo_Hyper-V_Li-Ion" IP "192.168.1.
"Demo_Hyper-V_Li-Ion" IP "192.168.1.

with IP "192.168.1.251" is Not Detected
"Demo_Hyper-V_Li-Ion" with IP "192.168.1.

with IP "192.168.1.251" is Not Detected

251"
251"

251
251"

251"

Not Detected
On Line --

Not Detected
On Line --

on Line --

. It will show the
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4.3.1 PPM Service status values

Service status
Service version
Mail agent status

Customer tag

4.3.2 UPS status values
UPS IP address

UPS MAC address

UPS status

UPS time on battery

UPS battery status

UPS battery voltage

UPS battery capacity

UPS battery remaining backup time
UPS battery temperature

UPS output load

UPS output AC voltage (configured)
UPS output frequency

UPS name

UPS location

UPS technology

UPS network management card (NMC) firmware

UPS serial number

: shows the status of the PPM Service: ‘Running’ or ‘Not running’

: version of the PPM service

: shows the status of the mail agent

: the customer tag (PPM name) as set in the PPM configuration. This is a variable to

identify (name) your configuration. It will be used in the configuration files and in the
subject field for mail communication

: IP address of the monitored UPS. Can be set in the UPS configuration
: MAC address of the monitored UPS

: shows the status/output of the monitored UPS. Depending on the UPS technology
this can be:

- On Line

- On Bypass

- Boosting

- Reducing

- Off/Standby

- On battery

- Unknown

: time the UPS is working on battery power

: status of the UPS battery

: actual battery voltage of the UPS battery

: actual battery percentage of the UPS battery

: remaining backup time, calculated by the UPS depending on load and battery level
: actual UPS temperature

: actual load of the UPS in percentage of its maximum

: configured output AC voltage of the UPS

: actual output frequency of the UPS

: UPS description as defined in the UPS network card

: UPS location as defined in the UPS network card

: type of UPS, ON-LINE or LINE-INTERACTIVE

: shows the FW version of the network management card in the UPS

: shows the Serial no of the monitored UPS
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4.3.3 PPM Service commands

The PPM service can be started (-S), restarted (-R) or stopped (-K):

Commands: sudo PPM -S
sudo PPM -R
sudo PPM -K

Return Output:

ppm@nextups-ppm:~$ sudo PPM -R

PPM has restarted.
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4.4 LOGS

PPM will log all events (status changes) from the UPSs and events from the PPM service into a log file. This log can be checked in the
console or exported into a text file.

4.4.1 Display all logs

To view all log entries the sudo PPM -l command can be used:

Command: sudo PPM -1
Return Output:

ppm@nextups-ppm:~$ sudo PPM -1

There are no available logs.

If no logs are available it will state ‘There are no available logs’, otherwise it will list all log entries stored in the log file.

4.4.2 Clear logs

To clear all log entries the sudo PPM -l-c command can be used:

Command: sudo PPM -l -c
Return Output:

ppm@nextups-ppm:~$ sudo PPM -1 -c

Logs have been cleared.

4.4.3 Export log file

For backup or evaluation purposes the log entries are saved in a log file. This log file can be exported as a text file.
The file 'ppm_log_export' will be placed in the '/home/ppm/' directory and with the use of an SCP client (e.g. WinSCP), it can be
transferred to your local device for reviewing.

Command: sudo PPM -l -e
Return Output:

ppm@nextups-ppm:~$ sudo PPM -1 -e

PPM: Logs have been exported. A file called 'ppm_log_export' is placed in
' /home/ppm/" directory.
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4.5 EXPORT/IMPORT CONFIG FILE

All configuration settings for PPM, UPS, Windows and shutdown parameters can be exported to a configuration file.

4.5.1 EXPORT

For backup or editing purposes it is possible to export the configuration settings as a text file. The file 'ppm_config_export' will be placed

in '/home/ppm/' directory and with the use of an SCP client (e.g. WinSCP), it can be transferred to your local device.

Command:
Return Output:

Example of a
ppm_config_export file:

sudo PPM -c -e

ppm@nextups-ppm:~$ sudo PPM -c -e

PPM: Configuration has been exported. A file called 'ppm_config_export' is
placed in '/home/ppm/' directorv.

# Customer tag (name)
CUSTTAG="NUS-EMEA"

# SNTP timezone
TIMEZONE="Europe/Brussels"

# Path to script
UPSONBATTERYTIMERSCRIPT="/opt/ppm/scripts/upsonbatterytimershutdownWIN.sh"
UPSBATTCRITMINREMAINSCRIPT="/opt/ppm/scripts/upsbattcritminremainshutdownWIN.sh"
UPSBATTCRITPCNTSCRIPT="/opt/ppm/scripts/upsbattcritpcntshutdownWIN.sh"

# Value in seconds (s)
POLLINGINTERVAL="5s"

#UPS1 IP address (IPv4)
UPS1IP="192.168.1.251"

#UPS2 IP address (IPv4)
UPS2IP="192.168.1.252"

#UPS SNMP version
UPSSNMPVERSION="3"

# UPS SNMP v2c community
UPSSNMPV2CCOMMUNITY="private"

#UPS SNMP v3 authentication
UPSSNMPV3USER="snmpuser"
UPSSNMPV3USERAUTHPASS="password"
UPSSNMPV3USERAUTHPROTOCOL="MD5"
UPSSNMPV3USERPRIVPASS="Password"
UPSSNMPV3USERPRIVPROTOCOL="DES"
UPSSNMPV3USERSECLEVEL="authPriv"

# Action when UPS state Unknown, Off/Standby or On Bypass
UPSNONPROTECTSTATEACTION="donothing"

# Value in seconds (s) or minutes (m)
UPSONBATTERYTIMER="15m"

# Value in minutes (m)

UPSBATTCRITMINREMAIN="25"
UPSONLINEPOWEROUTLETSCONTROLOFFTIMER="15"
UPSONLINEPOWEROUTLETSCONTROLONTIMER="5"
UPSLINEINTPOWEROUTLETSCONTROLOFFTIMER=""
UPSLINEINTPOWEROUTLETSCONTROLONTIMER=""

# Value in percentage
UPSBATTCRITPCNT="50"

# Action on host when parsing shutdown from PPM
ACTIONONHOSTBYPPM="shutdown"

# Windows admin user
WINUSER="administrator"
PPMOWNERNODEWINUSER="user@domain"

#WIN IP addresses (IPv4)
WIN1IP="192.168.1.101"
WIN2IP="192.168.1.102"
WIN3IP="192.168.1.103"

# Alert mail sender
MAILSENDER="service@nextups.eu"

# Alert mail recipients
MAILRECIPIENT1="service@nextups.eu"
MAILRECIPIENT2=""

# PPM host usage mode
PPMHOSTUSAGEMODE="single"
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4.5.2 IMPORT
With the use of an SCP client (e.g. WinSCP) a saved configuration file can be transferred from your local device to the '/home/ppm/'

directory and reloaded to the PPM service.

[IMPORTANT] Great care in the syntax and layout of the config file must be taken to ensure a good function of the PPM service

Command: sudo PPM -c -i '/home/ppm/new_ppm_config_file'

Return Output:

ppm@nextups-ppm:~$ sudo PPM -c -i '/home/ppm/new_ppm_config_file’

PPM: Restarting service to apply new value...
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5. Release notes

Release notes for the Power Protection Manager (PPM) for Microsoft Hyper-V on Windows - Software:

Date Changes Version No Build version
27/01/2025 | Initial release 1.0.0 build 20250111
28/02/2025 | Cosmetic enhancement to configuration 1.0.1 build win.20250226
overview
29/04/2025 | Add Windows Server Failover Cluster support | 1.1 build win.20250318
Implement fix for CVE-2024-7344: Howyar
UEFI Application "Reloader" (32-bit and 64-bit)
is vulnerable to execution of unsigned
software in a hardcoded path
01/07/2025 | Add UPS power outlets control option 1.2 build win.20250625
27/10/2025 | Cosmetic enhancements 1.2.1 build win.20251024
30/12/2025 | Add MAC address to UPS system information 1.2.2 build win.20251230
16/01/2026 | Add support for Network Management Card Ill | 1.2.3 build win.20260116
08/03/2026 | Add power outlets control support for UPSs 1.2.4 build win.20260308
with Network Management Card IlI
Add 10 minutes timeout for inactive sessions
24/03/2026 | Cosmetic enhancements 1.2.5 build win.20260324
24/06/2026 | Service watchdog enhancement 1.2.6 build win.20260624

Add network interface name verification

The software release notes and changes can be checked with the following command.

Command:

sudo PPM --release-notes

Return Output:

ppm@nextups-ppm:~$ sudo PPM --release-notes

Release notes:

20250111 - Initial release

win.20250226 - Cosmetic enhancement to configuration overview

win.20250318 - Add Windows Server Failover Cluster support

- Implement fix for CVE-2024-7344

Description: Howyar UEFI Application "Reloader" (32-bit and 64-bit)
is vulnerable to execution of unsigned software in a hardcoded path

.20250625 - Add power outlets control option
.20251024 - Cosmetic enhancements

.20251230 - Add MAC address to UPS system information
.20260116 - Add support for Network Management Card III
.20260308 - Add power outlets control support for UPSs with Network Management

Card III

- Add 10 minutes timeout for inactive sessions

.20260324 - Cosmetic enhancements
.20260624 - Service watchdog enhancement

- Add network interface name verification
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Release notes for the Power Protection Manager (PPM) for Microsoft Hyper-V on Windows - Manual:

Date Changes Version No
27/01/2025 | First draft PPM for Microsoft Hyper-V on Windows manual 1.01
28/02/2025 | Cosmetic enhancement to configuration overview 1.02
29/04/2025 | Add Windows Server Failover Cluster support configuration 1.03
01/07/2025 | Add UPS power outlets control option 1.04
12/10/2025 | Added release notes for PPM for Microsoft Hyper-V on Windows 1.05
installer
27/10/2025 | Cosmetic enhancements 1.06
16/01/2026 | Add MAC address to UPS system information 1.07
Add support for Network Management Card IlI
08/03/2026 | Add power outlets control support for UPSs with Network 1.08
Management Card Il
Add 10 minutes timeout for inactive sessions
Updated PPM for Microsoft Hyper-V on Windows installer to version
i1.2.r1-20260308
24/03/2026 | Cosmetic enhancements 1.09
24/06/2026 | Change UPS configuration to SNMP Web Interface Il only 1.10
Also, from now on, software and manual release notes will be
separated with own version numbers

Release notes for the Power Protection Manager (PPM) for Microsoft Hyper-V on Windows - Installer:

Date Changes Release version
11/01/2025 | Initial installer release i1.0.r1-20250111
03/10/2025 | Updated installer to support Windows 11 25H2 i1.1.r1-20251003
08/03/2026 | Updated installer to support Windows 11 26H1 i1.2.r1-20260308
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